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We are a multinational 
human talent company 
with a presence in eighteen 
countries, offering a practical 
methodology for selecting, 
developing, and aligning 
people within organizations; 
supported by a robust 
platform that provides 300 
tools with unlimited access.
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THT

I hereby authorize THT THE TALENT SYSTEM SAS, THT EDITORIAL SAS, GLOBAL TALENT COLORS LLC., 
hereinafter referred to as THT, in compliance with data protection laws, to collect, store, use, and exercise the 
other prerogatives set forth in its Personal Data Processing Policy. 

THT guarantees that its mechanisms and tools for processing personal data are fully confidential, and 
that the data is stored with high security standards, preventing access by unauthorized third parties and 
its disclosure.

THT will use your personal data for the following purposes: 

Your Personal Data will be included in one or more databases and may be transmitted and/or transferred 
among THT, its affiliated subsidiaries, its parent or controlling company, and the subsidiaries of its parent 
or controlling company (hereinafter referred to as “Authorized Entities”), so that they, either directly or 
through third parties, may process your Personal Data in accordance with the purposes established in this 
notice. Likewise, THT’s databases may include and integrate data transmitted and/or transferred to it by the 
Authorized Entities and/or third parties.

To carry out the necessary actions for the development of the company’s corporate purpose, as it relates to 
the fulfillment of the contract entered into with the Data Subject.

Send invitations to events.

Offer new products and services.

Manage procedures (requests, complaints, claims).

Conduct satisfaction surveys regarding the goods and services offered by  THT.

Inform about changes to our products or services, or about new ones related to those contracted or acquired.

Provide and offer the Data Subject, either generally or in a segmented manner, information, content, and/or 
advertising from THT, the Authorized Entities, and/or third parties, and assess the propensity and/or affinity 
toward products or services of THT and/or the Authorized Entities and/or third parties, for the purpose of user 
segmentation or profiling.

Prepare and report statistical information, satisfaction surveys, market or consumer studies and analyses, 
including the possibility of contacting the Data Subject for such purposes by THT and/or the Authorized 
Entities.

Identify, collect, and associate with the data any information about the Data Subject’s browsing preferences 
on the THT portals and/or those of the Authorized Entities, as well as georeferencing and/or specific location 
data generated by mobile devices, in order to improve the user experience, understand their browsing profile, 
deliver segmented information and/or advertising about products and/or services of THT or third parties, and 
assess the propensity and/or affinity toward products or services of THT and/or the Authorized Entities and/
or third parties. For more details, see the Navigation Data Policy – “Cookies.”.

Identify, collect, and associate with the data any information about the Data Subject’s browsing preferences 
on the THT portals and/or those of the Authorized Entities, as well as georeferencing and/or specific location 
data generated by mobile devices, in order to improve the user experience, understand their browsing profile, 
deliver segmented information and/or advertising about products and/or services of THT or third parties, and 
assess the propensity and/or affinity toward products or services of THT and/or the Authorized Entities and/
or third parties. For more details, see the Navigation Data Policy – “Cookies.”.

Transmit them, within or outside the national territory (regardless of the destination country), to third parties 
acting as data processors and providing THT and/or the Authorized Entities with technological, logistical, 
administrative, distribution, email marketing, contact center, and/or any other services required for the 
development of the activities established in the purposes of this Privacy Notice, and always subject to THT’s 
Personal Data Processing Policies and Procedures THT.

Authorization for the Processing of Personal Data 
by THT.
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Provide contact information to the sales force and/or distribution network, telemarketing, market research teams, 
and any third party with whom THT has a contractual relationship for the development and execution of such 
activities (e.g., market research and telemarketing)..

Contact the Data Subject by telephone to conduct surveys, studies, and/or confirm personal data necessary for 
the execution of a contractual relationship.

Contact the Data Subject through electronic means – SMS or chat – to send news related to loyalty campaigns or 
service improvement initiatives.

Contact the Data Subject via email to send statements, account summaries, or invoices related to the obligations 
arising from the contract entered into between the parties.

Notification of job vacancies and collection of data to understand my professional profile.

To receive information related to Talentracker in order to enhance my professional profile.

I declare that I have been informed that, in the event of the collection of my sensitive information, I have the right 
to answer or not answer the questions asked and to provide or withhold the requested data.

I understand that sensitive data refers to information that affects the Data Subject’s privacy or that, if misused, 
may lead to discrimination, such as racial or ethnic origin, political opinions, religious or philosophical beliefs, trade 
union membership, health information, sexual life, and biometric data.

I declare that I have been informed that the sensitive data to be collected will be used for the purposes listed in 
this document.

Access, free of charge, the data provided and not yet processed that have been subject to treatment.

Request the updating and correction of their information in relation to partial, inaccurate, incomplete, or 
fragmented data, data that may lead to error, or data whose processing is prohibited or has not been authorized.

Request proof of the authorization granted.

Submit complaints to the competent authority regarding violations of the provisions established in the current 
regulations.

Revoke the authorization and/or request the deletion of the data, unless there is a legal or contractual obligation 
that makes it mandatory to retain the information.

Refrain from answering questions regarding sensitive data or data related to children and adolescents.

I may exercise these rights through the channels or means provided by THT for public assistance, exclusively 
via the email habeasdata@tht.company. Additional information is available at www.jobs.tht.company, for 
handling requests related to the processing of my personal data and the exercise of the rights mentioned in this 
authorization.
Accordingly, I hereby give my consent to THT to process my personal information in accordance with the Personal 
Data Processing Policy published on its website, in compliance with the laws of the Republic of Colombia, which 
adhere to global Habeas Data standards and were fully disclosed to me prior to the collection of my personal data.
I declare that this authorization was requested and presented to me before submitting my data, and that I sign it 
freely and voluntarily after reading it in its entirety.
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The Personal Data 
Protection Law recognizes 
and protects the right of 
all individuals to access, 
update, and correct 
information collected 
about them in databases 
or records that may be 
subject to processing by 
public or private entities.
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I.		  Introduction

The guidelines and regulations set forth in international personal data protection laws, such as the European 
Union’s General Data Protection Regulation (GDPR), the California Consumer Privacy Act (CCPA), and Brazil’s 
General Data Protection Law (LGPD), establish the proper handling of personal information of all individuals who 
have a relationship with the company, including clients, suppliers, and employees.

In compliance with these regulations and the principles of transparency, security, and data minimization, 
this Personal Data Processing Policy Manual is established. It defines the procedures for collecting, storing, 
processing, and deleting personal data, ensuring the protection of the data subjects’ rights.

Additionally, within the context of the use of artificial intelligence (AI) technologies, this manual includes specific 
guidelines to ensure that personal data processed through AI is handled with security, fairness, and explainability, 
in accordance with UNESCO and OECD principles on ethical AI. It also provides for the handling of consent 
requests, inquiries, and complaints related to personal data processing, guaranteeing the data subjects’ rights 
to access, rectify, restrict, or delete their information, as well as to object to automated decisions that may 
significantly affect them.

II.		 Purpose

This document establishes the Internal Manual of Policies and Procedures for the Processing of Personal Data by 
THT.

The manual has been developed in accordance with the guidelines set forth in major international regulations on 
personal data protection, including the European Union’s General Data Protection Regulation (GDPR), the California 
Consumer Privacy Act (CCPA), the Brazilian General Data Protection Law (LGPD), as well as other applicable national 
and international provisions.

The scope of this manual covers all databases containing personal information that are subject to processing by THT, 
ensuring compliance with the principles of lawfulness, transparency, data minimization, and proactive accountability 
in information management.

Additionally, in the context of the use of artificial intelligence (AI) in personal data processing, this manual incorporates 
measures for security, explainability, and protection against bias in the development and use of automated systems, 
in accordance with UNESCO and OECD guidelines on ethical AI.

III.	 Scope

These policies apply to the processing of personal information of all individuals who have a relationship with THE 
COMPANY, whether third parties (including clients and suppliers) or employees, in accordance with the applicable 
law
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V.	 Contents of the Internal Manual of Policies and 
Procedures for the Processing of Personal Data

IV.	 Applicable Regulations

THT complies with the following international regulations and principles:
•	 European Union General Data Protection Regulation (GDPR): Protection of fundamental rights in the 

collection, use, and storage of data.
•	 California Consumer Privacy Act (CCPA): Consumer rights over their data on digital platforms.
•	 Brazilian General Data Protection Law (LGPD) and data protection regulations across Latin America.
•	 UNESCO and OECD Ethical Principles on AI: Transparency, fairness, and security in data management within 

AI systems
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1.	 General information about THT THE TALENT SYSTEM S.A.S. as the data controller
 
Corporate Name: THT THE TALENT SYSTEM S.A.S, THT THE TALENT SYSTEM SAS, THT EDITORIAL SAS. GLOBAL 
TALENT COLORS LLC.

E-amil: habeasdata@tht.company

Websites: http://tht.company ; https://jobs.tht.company/

2. Objectives of the Personal Data Processing Policy Manual

This Personal Data Processing Policy Manual aims to protect the fundamental right of all individuals to access, update, 
correct, and delete the information collected about them in databases or records owned by THT or processed by 
THT in fulfillment of its corporate purpose. This manual also guarantees the protection of the rights, freedoms, and 
fundamental guarantees recognized by international data privacy and protection regulations.

This manual outlines the legal and corporate guidelines under which THT processes personal data, including the 
purpose of the processing, the rights of the data subjects, and the internal and external procedures available to 
exercise those rights.

THT understands data protection as the combination of physical, technical, and legal measures implemented to ensure 
that the information of data subjects (clients, employees, former employees, suppliers, creditors, among others) stored 
in its databases is secure and protected from unauthorized access, breaches, or cyberattacks. It also ensures that such 
data is used and stored according to the purpose for which it was collected.

This manual is aligned with current international personal data protection standards, including::

- European Union General Data Protection Regulation (GDPR)
- California Consumer Privacy Act (CCPA)
- Brazilian General Data Protection Law (LGPD)
- Ethical AI Principles of UNESCO and the OECD

Given the impact of artificial intelligence (AI) on the processing of personal data, this manual also establishes specific 
guidelines to ensure security, explainability, and protection against algorithmic bias, ensuring that the use of AI in THT’s 
processes is transparent, fair, and respectful of data subjects’ rights.

3.	 Target audience of the personal data processing policy
 
This Personal Data Processing Policy is addressed to all natural persons who have or have had any relationship with 
THT, including suppliers, employees, former employees, current and potential clients—whether active or inactive—or 
any third party whose personal data is included in THT’s databases..

4.	 Scope of Application

The scope of this Personal Data Processing Policy Manual covers the data of natural persons recorded in all databases 
owned by THT or processed on behalf of the company.

This manual applies to the processing of personal data in any jurisdiction in which THT operates, in its role as Data 
Controller or Data Processor, in compliance with international data protection regulations, including:

European Union General Data Protection Regulation (GDPR)
California Consumer Privacy Act (CCPA)
Brazilian General Data Protection Law (LGPD)
UNESCO and OECD Ethical Principles on Artificial Intelligence

This personal data protection framework does not apply to:

a) Databases or files kept for exclusively personal or domestic purposes. If shared with third parties, the data subject 

VI.	 VI.	Personal Data Processing Policies
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must be informed and give prior consent.
b) Databases and files used for national security and defense, or for the prevention, detection, and control of illegal 

activities, including money laundering and terrorism financing.

c) Databases used for governmental intelligence and counterintelligence, as regulated by specific local legislation.

d) Databases and files for journalistic or editorial content, in compliance with freedom of the press and expression laws.

e) Databases governed by international financial and credit regulations, including those related to risk assessments and 
economic solvency reports

5.	 Key Definitions in Data Processing

For the interpretation of the policies and application of the rules contained in this Manual, please consider the following 
definitions:

•	 For the interpretation of the policies and application of the rules contained in this Manual, please consider the following 
definitions.

•	 Privacy Notice: Written document or electronic communication through which the Data Controller informs the Data 
Subject about the use of their personal data, the legal basis for the processing, its purposes, and the rights to which 
they are entitled.

•	 Database: Organized set of personal data, structured in a way that allows its processing according to the principles of 
security, integrity, and confidentiality established in data protection regulations.

•	 Data Heirs: Individuals who have legally succeeded another due to the death of the data subject, with rights and 
responsibilities over the information.

•	 Personal Data: Any information that identifies or makes an individual identifiable, in accordance with regulations such 
as GDPR and LGPD.

•	 Private Data: Personal information with restricted access, whose processing requires the data subject’s authorization 
and must comply with appropriate security measures.

•	 Semi-private Data: Information that is neither public nor intimate, but may be of interest to the data subject and 
certain sectors of society, such as financial and credit data.

•	
•	 Public Data: Information not subject to access restrictions, including official records, publicly available documents, and 

data related to a person’s professional or commercial activity.
•	
•	 Sensitive Data: Information that affects the privacy of the data subject or whose misuse could lead to discrimination. 

Includes data on racial or ethnic origin, political opinions, religious or philosophical beliefs, trade union membership, 
health status, sexual life, and biometric data. Its processing requires strict safeguards and is only permitted under 
exceptional circumstances in accordance with GDPR and CCPA.

•	 Biometric Data: Information derived from an individual’s physical, biological, or behavioral characteristics that allows 
unique identification, such as fingerprints, facial patterns, voice recognition, iris scans, or DNA.

•	 Employee: Natural person engaged in a labor relationship with the company through an employment contract.

•	 Former Employee: Natural person who was previously engaged in a labor relationship with the company.

•	 Data Processor: Natural or legal person, public or private, who processes personal data on behalf of and under the 
instructions of the Data Controller, ensuring compliance with appropriate security and privacy measures.

•	 Data Controller: Natural or legal person who determines the purposes and means of personal data processing, 
ensuring compliance with the principles of transparency, data minimization, and privacy by design.

•	 Personal Data Processing Policy: Document that establishes the rules and procedures for the processing of personal 
data within an organization, ensuring compliance with international standards.
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•	 Supplier: Natural or legal person who provides products or services to the company and may access personal 
data in the context of the contractual relationship.

•	 Data Subject: Natural person whose personal data is processed, including employees, former employees, 
clients, suppliers, and any other individual who has provided personal data to the company.

•	 Data Processing: Any operation performed on personal data, including collection, storage, use, analysis, 
transmission, or deletion, ensuring compliance with the principles of lawfulness, fairness, transparency, and 
security.

6.	 Guiding Principles for the Processing of Personal Data

The processing of personal data carried out by THT shall be conducted in strict compliance with international data 
protection standards, based on the following guiding principles:

•	 Lawfulness: Personal data processing is a regulated activity that must comply with international standards 
such as the European Union’s General Data Protection Regulation (GDPR), the California Consumer Privacy Act 
(CCPA), Brazil’s General Data Protection Law (LGPD), and other applicable regulations.

•	 Purpose Limitation: Personal data may only be collected and processed for a specific, legitimate, and explicit 
purpose, which must be clearly and transparently communicated to the data subject.

•	 -Data Minimization: Only the data strictly necessary to fulfill the stated purpose shall be collected and 
processed.

•	 Lawfulness, Fairness, and Transparency: Data processing shall be legal, fair, and transparent, ensuring that 
data subjects are clearly informed about how their data will be used.

•	 Consent: Personal data processing requires the data subject’s free, informed, and explicit consent, except 
where a legal basis justifies the processing without consent (e.g., to fulfill contractual or legal obligations).

•	 Accuracy: Data must be accurate and up to date. Reasonable measures shall be taken to correct or delete 
inaccurate data without delay.

•	 Transparency and Right of Access: Data subjects have the right to know, at any time and without restriction, 
what personal data is being processed, for what purpose, and who the recipients are.

•	 Storage Limitation: Personal data shall be kept only for as long as necessary to fulfill the purpose for which it 
was collected, in accordance with applicable retention periods.

•	 Security and Confidentiality: Appropriate technical, organizational, and security measures shall be implemented 
to protect personal data from unauthorized access, loss, alteration, or unlawful disclosure.

•	 Privacy by Design and by Default: All technologies and processes developed by the company shall incorporate 
data protection standards from the outset, with preventive measures adopted before any privacy violation 
occurs.

•	 Accountability: The company will adopt measures to ensure compliance with data protection regulations, 
including staff training, audits, and documentation of privacy-related decisions.

•	 Non-Discrimination: No individual shall be discriminated against or denied access to goods, services, or 
benefits due to the exercise of their privacy rights.

•	 Ethical Use of Artificial Intelligence: When using automated systems or artificial intelligence (AI) to process 
personal data, THT shall ensure such systems are transparent, explainable, fair, and free from bias that could 
affect the rights of data subjects.

Duty to Inform

THT shall clearly and accessibly inform data subjects, as well as data controllers and processors, about:

-The specific purposes of processing their data.

-The data subjects’ rights, including access, rectification, deletion, and portability.
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-The existence of databases containing personal data and the security mechanisms implemented to protect them.

-The measures adopted to guarantee privacy by design and by default, ensuring that data processing meets the 
highest standards of privacy and protection.

-The mechanisms available to exercise habeas data rights and the process to submit inquiries or complaints 
regarding the processing of personal information.

In compliance with international regulations, THT shall document all personal data processing activities and ensure 
the appointment of a Data Protection Officer (DPO) or a person responsible for supervising compliance with privacy 
standards

7.	 Databases

7.1. Databases in which THT acts as Data Controller and Data Processor:

In the processing of the data contained in the following databases, THT acts both as the “Controller”, since it collects 
the information and decides on its processing, and as the “Processor”, since it carries out the processing of the data.

Below are the four databases in which THT processes personal information:

7.1.1. Database of Current Clients:

Purpose of Processing

This database is intended to allow THE COMPANY to provide advisory services in human talent, business consulting 
for the development of methodologies in human resources, and commercialization of services and products to 
improve organizational competencies, as well as other related activities within its corporate purpose.

Additionally, it is used to maintain control over clients, manage their contact data, and facilitate access to services 
provided by THE COMPANY. With the data subject’s consent, communications of interest may also be sent, such as 
newsletters and service updates.

Contents of the Database

This database includes personal information from clients, such as:

Identification data: Name, identification number
Contact data: Address, city, state, country, mobile and landline phone, email
Business information: Position, company, sector
Data generated from the relationship with THE COMPANY: Results of talent assessments and evaluations, as well 
as records of interactions and contact
Processing of sensitive data will be subject to international regulations and will require the express consent of the 
data subject.

Data Collection Method

Data will be collected, stored, used, configured on the platform, internally shared, and deleted in accordance with 
the data subject’s rights.

Data is stored on secure servers with controlled access and appropriate technical measures to ensure data security, 
according to integrity, availability, and confidentiality principles as defined by regulations such as the GDPR and ISO 
27001.

THE COMPANY conducts regular audits, daily backups, and enforces restrictions on data handling and visualization. 
Employees are required to sign confidentiality agreements and receive training in personal data protection.

Data Subject Rights

Data subjects may exercise their rights to access, rectify, delete, and object to the processing of their data at any 
time. THE COMPANY guarantees the ability to submit requests for data updates or deletion through the available 
communication channels.
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Retention Period

Personal data will be kept for the duration of the commercial relationship and, afterward, for a period of 10 years, 
in accordance with applicable legal requirements.

7.1.2. Database of Potential Clients

Purpose of Processing

This database is intended to manage the relationship with potential clients, conduct marketing and advertising 
campaigns, send information about events and new industry regulations, and schedule commercial visits.

Contents and Data Collection
Includes data such as:

Identification and contact data: Name, identification number, address, phone, email, position, company, and sector.
Information obtained through web forms, phone calls, and commercial visits.
Processing is based on THE COMPANY’s legitimate interest, always ensuring the data subject’s right to object to 
data processing for marketing purposes.

Security and Data Subject Rights
Data will be protected with appropriate technical and organizational measures. Data subjects have the right to 
request the deletion of their data at any time.

Retention Period
Data will be retained for 1 year from the date of collection, unless the data subject requests early deletion.

7.1.3. Database of Suppliers

Purpose of Processing
This database is intended for the administrative and commercial management of suppliers, including contracting, 
payment of services, and compliance with legal obligations.

Contents and Data Collection
Collected data includes:
Identification and contact: Name, ID number, address, phone, email.
Banking and tax information: Bank account number, tax ID (RUT), fiscal data.
Data is obtained through registration forms and official documents.

Security and Data Subject Rights
Access controls and secure storage on restricted-access servers are implemented. Data subjects may request 
updates or deletion of their information when there is no legal obligation to retain it.

Retention Period
Data will be retained as long as there is a contractual relationship and for an additional 10 years to comply with tax 
and accounting regulations.

7.1.4. Database of Employees and Former Employees

Purpose of Processing
This database enables human talent management, including:

Recruitment and hiring processes.
Payroll and employee benefits management.
Social security system affiliations.
Issuance of certificates and employment verification.

Contents and Data Collection
Includes information such as:

Identification and contact data: Name, ID number, address, phone, email
Employment and financial data: Job title, salary, dates of entry and departure, bank account
Sensitive data: Biometric records (fingerprint), health status, information about dependent family members
Data is obtained through résumés and onboarding forms.
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Security and Data Subject Rights
Security measures are implemented to protect sensitive data. Employees may exercise their rights to access, rectify, 
and delete data, unless its retention is legally mandatory.

Retention Period
General data: Retained during the employment relationship.

Pension-related data: Retained for 90 years after contract termination

7.2. International Data Transfers

THE COMPANY will ensure that any transfer of personal data to third countries complies with international data 
protection standards. Transfers to countries without an adequate level of protection will not be carried out unless 
one of the following conditions is met:

The data subject’s express consent.

The necessity for the execution of a contract.

Compliance with a legal obligation.

Exchange of medical information in emergency situations.

In the case of international transfers, THE COMPANY will ensure the signing of standard contractual clauses (SCCs) 
or the use of adequacy mechanisms recognized by the applicable regulations.

7.3. Security Measures

THE COMPANY has implemented technical and organizational measures to protect personal data, including:

Restricted access and user authentication.
Encryption and secure storage on ISO 27001-certified servers.
Backup and business continuity policies.
Security incident response protocols.

7.4. Exercise of Rights

Data subjects may exercise their rights of access, rectification, erasure, and objection through the channels provided 
by THE COMPANY. For inquiries or requests, the Data Protection Officer can be contacted at: habeasdata@tht.
company

7.4.1 Countries with an Adequate Level of Personal Data Protection

Rules for International Personal Data Transfers

In order to ensure an adequate level of personal data protection in international transfers, it is established that the 
following countries meet recognized privacy and information security standards:

Germany, Austria, Belgium, Bulgaria, Cyprus, Costa Rica, Croatia, Denmark, Slovakia, Slovenia, Estonia, Spain, United 
States of America, Finland, France, Greece, Hungary, Ireland, Iceland, Italy, Latvia, Lithuania, Luxembourg, Malta, 
Mexico, Norway, Netherlands, Peru, Poland, Portugal, United Kingdom, Czech Republic, Republic of Korea, Romania, 
Serbia, Sweden, and those countries declared as having an adequate level of protection by competent international 
bodies.

Regulatory data protection authorities may review and update this list at any time, either to include new countries 
that meet the required standards or to exclude those that no longer guarantee adequate protection in accordance 
with current international guidelines.

Paragraph One: Even when personal data transfers are made to countries with an adequate level of protection, 
data controllers must demonstrate the implementation of appropriate and effective measures to ensure the proper 
handling of the data and the security of the records during the transfer process.

Paragraph Two: If the personal data transfer is made to a country not included in the list of territories with adequate 
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protection, the data controller must verify whether the operation is covered by any of the exceptions recognized 
in international data protection regulations or if such a country meets the required security and privacy standards. 
If none of these conditions are met, prior authorization must be requested from the competent data protection 
authority.

Paragraph Three: Cross-border data transit or redirection that does not involve access or processing at the final 
destination shall not be considered an international data transfer for regulatory purposes.

7.4.2 Statement of Compliance

In compliance with international personal data protection regulations, data controllers wishing to make international 
transfers must ensure compliance with data protection principles and the implementation of appropriate measures 
to safeguard the information being transferred..

Requirements for International Data Transfers
The Data Controller must have a legal instrument (contract or other legal mechanism) that establishes:

The conditions for the data transfer.
The obligations of the parties involved.
Security and confidentiality guarantees.

The transfer will be presumed valid when the Controller signs such an instrument and notifies the operation to the 
corresponding data protection authority.

The competent authority may:

Request additional information.
Verify compliance with conditions at any time.
Conduct investigations and apply sanctions in case of non-compliance.
For more information or to make a request, please contact: habeasdata@tht.company

8.	 Data Subject’s Authorization for Data Processing

In compliance with international personal data protection standards, THT has implemented a transparent and 
secure procedure to obtain the consent of Data Subjects regarding the processing of their personal data.

Authorization Process

•	 Prior to collecting personal data, THT will inform the Data Subject of:

What data will be collected.

The specific purposes for processing.

The rights available to the Data Subject.

Authorization will be considered valid when expressed in one of the following ways:
•	 In writing.
•	 Orally.
•	 Through unequivocal actions demonstrating the Data Subject’s consent. In no case shall silence be 

interpreted as authorization.
•	 Publicly accessible data may be processed as long as, by its nature, it is considered public data and its use 

does not infringe upon the rights of the Data Subject.
•	 The Data Subject may, at any time, request the deletion of their personal data and/or revoke their consent 

for its processing.
•	 To exercise these rights, please contact us at: habeasdata@tht.company 

9.	 Data Subject’s Authorization for the Processing of Sensitive Data

In accordance with international personal data protection regulations, THT ensures proper handling of sensitive 
personal data, guaranteeing that such processing occurs only when necessary and with appropriate security and 
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privacy safeguards.

Principles for Processing Sensitive Data
9.1. Voluntariness: The Data Subject has the right to decide whether to authorize the processing of their sensitive 

data, without this affecting the provision of services.
9.2. Transparency and Consent: Prior to collecting any sensitive data, the Data Subject will be clearly and explicitly 

informed about:
What data will be processed.
The purpose of the processing.
Their right to grant or deny consent.
9.3. Protection and Security: Appropriate technical and organizational measures will be implemented to ensure 

the security and confidentiality of sensitive data.

IMPORTANT: No THT activity will be conditional upon the Data Subject providing their sensitive personal data.
For more information or to exercise your rights, contact: habeasdata@tht.company 

10.	 Use and Purpose of Personal Data Processing

THT COMPANY protects the privacy and security of personal data, ensuring its responsible use and compliance with 
international regulations.

Purposes of Personal Data Processing.

Personal data will be used exclusively for:
Service provision: Managing necessary activities to fulfill our corporate purpose.

Offering products and benefits: Sending information about products, services, and promotions via physical or 
digital means.

Legal and regulatory compliance: Responding to requests from authorities and oversight bodies.

Security and fraud prevention: Verifying information through international watchlists and background databases.
Internal management: Handling employee, supplier, and client data for contractual, commercial, and operational 
purposes.

Audit and compliance: Supporting internal and external audit and compliance processes.
Service analysis and improvement: Using automated tools to optimize the user experience without directly 
identifying individuals.

Responsible Use and Protection

The COMPANY will not sell, license, or disclose personal data without prior authorization, except in legal cases or 
business reorganizations. We also implement security measures to prevent unauthorized access and ensure that 
any international data transfers comply with appropriate protection standards.

Data will be retained only as long as necessary to fulfill its purpose and then securely deleted.

If you want more information about how your data is processed or wish to exercise your rights, you can contact 
us at habeasdata@tht.company. This notice is printed on all forms or documents used to collect information 
from current and potential clients, suppliers, employees, and former employees, and all other data subjects whose 
information is processed by the COMPANY. When data is collected verbally, this notice is communicated to the Data 
Subject in the same manner, and consent is recorded through technical means provided for that purpose.

Authorization:

THT protects the personal data of its clients and end users in compliance with international personal data protection 
regulations, including the General Data Protection Regulation (GDPR) of the European Union and the California 
Consumer Privacy Act (CCPA), among other applicable regulations.

The personal data you provide will be used exclusively for the provision of human talent development consulting services 
and other purposes detailed in our Privacy Policy, including:
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Service delivery and contact.
Billing and credit management.
Sending information about products, services, or events.
Surveys, advertising campaigns, and promotions.

By signing this authorization, you declare that the information provided is accurate and truthful and that you have been 
previously informed about your rights, the purpose of data processing, and its duration.

You freely, expressly, and knowingly authorize THT to collect, store, process, and manage your data and, when necessary, 
transfer it to third parties (natural or legal persons) as established in our Privacy Policy.

If sensitive information is included in the process, you expressly authorize its processing in accordance with applicable 
regulations.

For inquiries or requests regarding your personal data, you can contact us at: habeasdata@tht.company
Signature:
Date:

For the website:
THT protects personal data in accordance with international privacy and data protection standards.
By clicking Accept, you declare that the data provided is accurate and truthful and that you have read, understood, and 
accepted our Privacy Policy.

Your personal data will be used for:
•	 Provision of services in human talent development
•	 Contact and billing
•	 Credit management and reporting to credit agencies
•	 Surveys and advertising campaigns
•	 Information about new products or services
•	 Organization of events, promotions, and contests

You can view our Privacy Policy at the following link: http://tht.company/terminos y condiciones

[CLICK] – I accept the processing of my personal data according to the established policy..

If you have any questions about the management of your data, you can write to us at: habeasdata@tht.company 

11.	 Revocation of authorization and/or data deletion

In accordance with international data protection regulations, data subjects may request at any time the deletion 
of their personal data and/or revoke their consent, unless there is a legal or contractual obligation that prevents it.

The company has established a free and efficient mechanism to manage these requests. If the company does not 
delete the data within the appropriate timeframe, the data subject may file a complaint with the competent data 
protection authority.

To exercise these rights, data subjects may send their request to the email: habeasdata@tht.company

12.	 Rights of data subjects

According to international regulations such as the General Data Protection Regulation (GDPR) and the California 
Consumer Privacy Act (CCPA), data subjects have the following rights:

a. Access, update, rectification, and deletion of their personal data if it is inaccurate, incomplete, or its processing 
has not been authorized.

b. Request proof of the consent given for the processing of their data, except in legally established exceptions.
c. Be informed about the use that has been made of their personal data.
d. Submit complaints to the competent authorities in case of violation of data protection regulations.
e. Revoke consent and request data deletion when data protection principles are not respected.
f. Access their personal data processed by the company free of charge.

To exercise these rights, data subjects may send their requests to the email: habeasdata@tht.company
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13. Procedure for Exercising Data Subject Rights

THT complies with international data protection regulations, including the General Data Protection Regulation 
(GDPR), the California Consumer Privacy Act (CCPA), and other applicable regulations.

As the Controller and Processor of Personal Data, THT commits to:
Guarantee the rights of data subjects, including access, rectification, deletion, restriction of processing, and data 
portability.

Obtain informed consent before collecting or processing personal data, unless legal exceptions apply.

Ensure the confidentiality and security of data, preventing unauthorized access or misuse.

Enable data subjects to exercise their rights easily and free of charge.

Notify authorities and data subjects in the event of security breaches.

Limit international data transfers to countries with adequate levels of protection.
Any request related to the processing of personal data should be sent to the email: habeasdata@tht.company 

14.	 Duties of the Company as Data Controller and Processor

As the Data Controller, the company must comply with the following obligations, in accordance with applicable 
international data protection regulations such as the General Data Protection Regulation (GDPR) of the European 
Union, the California Consumer Privacy Act (CCPA), and Brazil’s General Data Protection Law (LGPD):

a. Guarantee the rights of data subjects at all times, including the right to access, rectification, erasure, restriction 
of processing, data portability, and objection.

b. Obtain the data subject’s explicit consent before collecting, storing, or processing personal data, unless 
processing is based on another lawful ground recognized under applicable regulations.

c. Inform the data subject about the purpose of processing and their rights through a clear and accessible privacy 
notice.

d. Implement appropriate technical and organizational security measures to ensure the integrity, confidentiality, 
and availability of personal data, preventing unauthorized access, loss, or alteration.

e. Ensure that personal data is accurate and up to date, taking reasonable steps to correct or delete inaccurate 
data without delay.

f. Respect the principles of data minimization and purpose limitation, ensuring only data strictly necessary for the 
intended purpose is collected and not retained longer than necessary.

g. Enable data subjects to exercise their rights by providing effective and free mechanisms to request access, 
rectification, objection, or deletion of their data.

h. Notify competent authorities and affected data subjects of any personal data breaches as soon as possible, 
according to regulatory deadlines.

i. Limit international data transfers to countries with adequate levels of data protection, ensuring the use of 
standard contractual clauses or recognized certification mechanisms.

j. Appoint a Data Protection Officer (DPO) when required by applicable legislation.

k. Establish internal procedures and clear policies to ensure compliance with data protection regulations, including 
employee training and internal control measures.

Duties of the Company as Data Processor.
When the company acts as a Data Processor, i.e., when processing personal data on behalf of a third party (Data 
Controller), it shall comply with the following obligations:
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a. Process the data only under documented instructions from the Data Controller, unless otherwise required by 
law.

b. Implement appropriate security measures to prevent unauthorized access, improper disclosure, or loss of 
personal data.

c. Ensure the updating, rectification, or deletion of data upon request of the Controller or data subject.

d. Cooperate with data protection authorities during audits, inspections, or investigations related to data 
processing.

e. Record and document all personal data processing operations to ensure traceability and regulatory compliance.

f. Respect conditions for subcontracting data processing services, ensuring that any third parties involved comply 
with applicable regulations and maintain adequate security measures.

g. Not use personal data for purposes other than those specified in the contract with the Data Controller.

h. Inform the Data Controller and data protection authorities of any security breaches compromising the 
confidentiality of personal data.

i. Delete or return the personal data to the Controller upon termination of the contractual relationship, unless 
there is a legal obligation to retain it.

j. Guarantee the portability of personal data, facilitating its transfer to another controller upon request by the 
data subject when technically feasible.

Compliance with International Regulations
This document is aligned with the following international personal data protection regulations:

General Data Protection Regulation (GDPR) – European Union
California Consumer Privacy Act (CCPA) – United States
General Data Protection Law (LGPD) – Brazil
Personal Information Protection and Electronic Documents Act (PIPEDA) – Canada
Act on the Protection of Personal Information (APPI) – Japan
Asia-Pacific Economic Cooperation Cross-Border Privacy Rules (APEC CBPR)

If the company operates in multiple countries, it must ensure compliance with the data protection regulations of 
each jurisdiction where it collects, stores, or processes personal data.

15.	 Security Measures Applied to the Processing of Databases

Information is protected through mechanisms that preserve its security, confidentiality, integrity, and availability, to 
prevent its alteration, loss, consultation, use, or unauthorized or fraudulent access, using the following mechanisms:

•	 Preserve information under the necessary security conditions to prevent its alteration, loss, consultation, 
use, or unauthorized or fraudulent access;

•	 Protect data access through passwords and roles with different levels of authority.
•	 Ensure the complexity level of user passwords.

16.	 Prohibitions

In the development of this personal information security policy, the following prohibitions and sanctions are 
established as a consequence of non-compliance.

Processing of Sensitive Data:

Accessing, using, managing, assigning, communicating, storing, or any other processing of sensitive personal data 
without the data subject’s explicit consent and the proper authorization from the company is strictly prohibited..
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The company adopts technical and organizational security measures to ensure the protection of this data and 
prevent its misuse.

Employee Responsibility:

Any violation of this policy by employees or associated third parties may result in disciplinary actions and/or legal 
proceedings in accordance with applicable regulations.

Transfer and Communication of Personal Data:

The assignment, communication, or circulation of personal data without the prior, written, and express consent of 
the data subject is prohibited.

All data transfers must comply with the principles of transparency, proportionality, and necessity, and must be 
formally registered in the company’s central database.

Audit Control and Protection of Sensitive Data:

If sensitive personal data stored in computer systems is identified during audit procedures, the corresponding user 
will be notified for its deletion.
If the user cannot delete the data, the company will securely delete it in accordance with international information 
security standards (ISO/IEC 27001).

Prevention of Cybercrime:

Any processing of personal data that could lead to illicit activities, such as fraud, identity theft, or violation of digital 
rights, is prohibited in accordance with international cybercrime legislation.

Protection of Minors’ Data:

Processing of personal data of children and adolescents is prohibited without the express consent of their parents 
or legal guardians.

In cases where processing of such data is strictly necessary, the company will ensure the application of the best 
interest of the child principle, ensuring their privacy and security are respected.

17.	 Manejo de cookies.

In order to offer a better browsing experience, optimize our services, and personalize content, we use our own and 
third-party cookies. These cookies may collect information about your preferences and browsing patterns on our 
website.

In accordance with international privacy regulations, we inform you that some cookies may involve the processing 
of personal data, such as IP addresses or online identifiers. You have the right to accept, reject, or manage your 
preferences regarding the use of cookies on this website.

If you wish to obtain more information about the use of cookies and how to manage them, please consult our 
Cookie Policy or contact us via email: habeasdata@tht.company.

Accept button: “I Accept”
Configure cookies button: “Manage Preferences”

18.	 Designation of Department or Person Responsible for Handling Data Subject Requests, Inquiries, and 
Complaints.

Responsibility for the proper handling of personal data within the company THT lies with all employees. 
Consequently, within each area that manages business processes involving the handling of personal data, rules 
and procedures must be adopted to implement and comply with this regulation, given their role as custodians of 
personal information contained in the COMPANY’s information systems.

The department responsible for handling inquiries, complaints, claims, and requests related to the processing and 



21

Volver a  índice

protection of personal data of customers, employees, suppliers, creditors, and other data subjects managed by the 
COMPANY in its databases shall be the Administrative area.

The responsible person(s) shall be: Director of Information Security.

Email: habeasdata@tht.company

Webpages: http://tht.company/; https://jobs.tht.company

19.	 Modification of the Data Processing Policy

THT, will inform the Data Subjects in the event of substantial changes to the content of this Manual of Personal 
Data Processing Policies, particularly regarding the identification of the Data Controller and/or Processor and the 
purpose of the processing of personal data, which may affect the content of the authorization granted by the Data 
Subjects to the COMPANY.

Likewise, the Data Subjects will be informed of such changes before or no later than at the time of implementation 
of the new policies.

Furthermore, when the change refers to the purpose of the data processing, the COMPANY will obtain a new 
authorization from the Data Subjects.

To this end, our companies’ websites have made available our web channel: http://tht.company/, through which 
you will be informed of the changes and will have access to the latest version of this manual or to the mechanisms 
enabled by the COMPANY to obtain a copy of it.

 20.  Effective Date of the Data Processing Policy

This Personal Data Processing Policy was updated on the first (1st) day of May in the year two thousand twenty-five 
(2025) and takes effect as of the first (1st) of May, two thousand twenty-five (2025).

Sincerely,

JUAN DAVID GÓMEZ GUTIÉRREZ
Legal Representative
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